BO GIAO THONG VAN TAI CONG HOA XA HOI CHU NGHIA VIET NAM
Poc 1ap - Tw do - Hanh phic

Sb: 1109 /QD-BGTVT Ha Ngi, ngay 05 thang 09nam 2024

QUYET PINH

Ban hanh Quy ché quan ly, van hanh, khai thac va bao dim an toan thong
tin mang phan mém quan ly can bg B§ Giao thong van tai

BOQ TRUONG BO GIAO THONG VAN TAI

Can cir Nghi dinh s6 56/2022/ND-CP ngay 24/8/2022 cua Chinh phu quy dinh
chirc nang, nhiém vu, quyen han va co cdu t6 chire ciia B6 Giao théng vin tdi;

Can cir Nghi dinh 6 85/201 6/ND-CP ngay 01/7/2016 cua Chinh phu vé bdo
dam an toan hé thong thong tin theo cdp do,

Can cit Nghi dinh 56 47/2020/ND-CP ngay 09/4/2020 ciia Chinh phii vé quan
ly, két noi va chia sé dit liéu so cua co quan nha nuoc;

Can cir Thong tw s6 06/2023/TT-BNV ngay 04/5/2023 ciia Bé truéng Bé Noi

vu ban hanh Quy ché cdp nhdt, sir dung, khai thdc dit liéu, théng tin ciia Co s¢ dir
liéu quoc gia vé can b, cong chitc, vién chitc trong cdc co quan nha nuoc,

Can cu Quyet dinh s6 893/0D-TTg ngay 25/6/2020 cua Thu tuong Chinh
phii Phé duyét Bé an xdy dung co sé dit lidu quoc gia vé can b, cong chire, vién
chirc trong cdc co quan nha nuoc,

Theo dé nghi ciia Gidm doc Trung tam Céng nghé thong tin.
QUYET PINH:

Piéu 1. Ban hanh kém theo Quyét dinh nay Quy ché quan 1y, van hanh, khai
thac va bdo dam an toan thong tin mang phan mém quan ly can bd B Giao thong
van tai.

Piéu 2. Quyét dinh nay c6 hiéu luc ké tir ngay ky ban hanh.

Piéu 3. Chanh Vin phong B0, Vu truéng Vu Tb chtrc can bo, Giam déc
Trung tam Cong nghé thong tin, ngudi dirng dau cac don vi thudc, truc thude Bo
Giao thong van tai; cong chire, vién chirc, nguoi lao dong thudec B§ Giao thong
van tai chiu trach nhiém thi hanh Quyét dinh néy%

Noi nhdn:

- Nhu Piéu 3; .KT BO TRU:ONG

- B trudng (de b/c); [
- Cac d/c Thir truong;

- To chue Dang, Doan thé cua BO GTVT;
- Cong TTPT Bo GTVT;

- Luu: VT, TTCNTT.

' n Danh Huy



GNG VAN TAI CONG HOA XA HQI CHU NGHIA VIET NAM
N Doc 1ap - Tu do - Hanh phuc

QUY CHE

Wan ly, van hanh, khai thac va bao dam an toan thong tin mang
phan mém quan ly can b§ Bo Giao thong van tai

(Ban hanh kém theo Quyét dinh s6 1109 /JOD-BGTVT ngay 035thding 0%dm 2024
cua B¢ truong Bo Giao thong van tdi)

CHUONG 1
QUY PINH CHUNG

Piéu 1. Pham vi diéu chinh

Quy ché nay quy dinh viéc quan ly, van hanh, khai thac va bao dam an toan
thong tin mang phan mém quan 1y can bo B Giao thong van tai (sau day viét tat
1a phan mém quan 1y can bo).

Piéu 2. Pdi twong ap dung

Quy ché nay ap dung ddi véi cac co quan, don vi, doanh nghiép (sau ddy viét
tat 1a to chirc) thudc, truc thudc Bo Giao thong vén tai; can bo, cong chure, vién
chtrc va nguoi lao dong lam viée trong cac co quan, don vi, doanh nghiép, td chure
hanh chinh thudc, truc thudc B Giao thong van tai (sau dy viét tit 1a can bo).

Piéu 3. Giai thich tir ngir
Trong Quy ché ndy, cac thuat ngit dudi day duoc hiéu nhu sau:

1. Phan mém qudn Iy cdn bé: 1a mot thanh phan trong Kién trac Chinh phu
dién to Bo Giao thong van tai, dugc trién khai thong nhat trong Bo Giao thong
van tai. Phan mém quan 1y can b duoc cai dat, luu trir tap trung tai ha tang dung
chung ctia B Giao thong van tai, ho trg quan 1y thong tin 1i€n quan dén cac nghiép
vu trong cong tac quan ly can bo.

2. Co so dir ligu can b cua Bo Giao thong van tai: 1a tap hop cac thong tin
Ve qua trinh: dao tao, bdi dudng, cong tac, thi dua, khen thuong, ky luit, co cdu
td chure bién ché,... cua can bo.

3. Pon vi quan 1y, vdn hanh phan mém quan 1y cdn bé: 13 Trung tim Cong
nghé thong tin.

4. Pon vi sir dung can bé: 1a t6 chirc ma can bd dang lam viéc dudi sy diéu
hanh cia nguoi dirg dau té chuc do.

5. Nhdp liéu: 1a viéc can bd thuc hi¢n cong tac nhap thong tin ctia cd nhan
vao phan mém quan ly can bo.

6. Khai thac co s¢ dir li¢u: 1a viée can b thuc hién cac chirc nang tra ciru,
tim kiém, xem thong tin hodc tong hop cac chi tiéu thong ké, bao cdo, xuat, in cac



két qua trén phan mém quan ly can bo.

7. Phé duyét dir liéu: 1a hanh dong xac nhan céac thong tin dir liéu hd so can
bd co6 trén phan mém quan 1y can bd 1a day du, chinh xac theo tai li¢u goc.

8. Ky duyét diF li¢u: 1a hanh dong ky s trén dif liéu ho so cén bo da duoc to
chuc phé duyét trong phan mém quan ly can bo.

9. Tai khoan quan tri hé thong: 1a tai khoan ding d€ quén trj van hanh hé
théng may chu va phan mém quan 1y can bo; khai tao, quan ly tai khoan quan tri
ngudi st dung; cau hinh, quan tri, van hanh phan mém, theo doi cac tién trinh xtr
1y dir liéu cta hé thong, quan 1y dit liéu danh muc cta phan mém quan 1y can bo.

10. Tai khoan qudn tri nguoi sir dung: 13 tai khoan dung dé quan 1y tai khoan
ngudi sir dung theo phan cap quan 1y. Tai khoan quan tri nguoi str dung duoc dit
tén theo quy tic “glcb-[Ma dinh danh cta cac don vi thudce, truc thuoc Bo Giao
thong van tai]”.

11. Tai khodn nguwoi sir dung: 13 tén ngudi diing va mat khau dé can bo ding
nhap vao phan mém quan 1y can bo. Théng nhat sir dung tén ngudi dung 1a s6
dinh danh ca nhan theo quy dinh tai Ludt Can cudc cong dan [am ma dinh danh
can bo.

12. Ha ting ding chung ciia Bé Giao théng vin tdi: bao gdm céc thiét bi
may chu; cac thiét bi luu trit, truyén dan, thiét bi xtr Iy dit lidu; cac thiét bi bao vé
an toan an ninh thong tin mang; cac thiét bi phu trg khac trong Bo Giao thong van
tai tir cAp trung wong t6i dia phuong.

13. Pon vi tryuc thudc!': La don vi ¢6 tu cach phap nhan dﬁy du theo quy dinh
trong co cau to chirc cua to churc ¢d nhu cau bd nhiém can bg.

14. Pon vi thuéc?: La don vi khong c6 tu cach phap nhan dy du va tuong
duong véi don vi truc thude cua té chirc c6 nhu cau boé nhi¢m can bo.

Picu 4. Nguyén tic quan ly, van hanh, khai thac phan mém quan 1y can

=x
>

1. Pam bao sy théng nhat trong cong tac quan 1y thong tin t6 chirc can bo
cua Bg Giao thong van tai.

2. Dt liéu cta cén bd phai dam bdo tinh cap nhat, chinh xac theo quy dinh
cua phap luat. Dit liéu cua can by duge quan 1y theo mirc do han ché ti€p can dé
bao dam bao mat, an toan thong tin trong cong tac can bo.

3. Viéc quan 1y tai khoan duoc thyc hién theo quy dinh vé phan cip quéan Iy
can bd hién hanh cua Bg Giao thong van tai.

4. Céc t6 churc tham muu vé cong tac td chirc can bd cap trén co thé xem va

1 GOm c4c don vi nhu: Cac Cuc, cac Ban quan 1y du 4n, cac Bon vi su nghiép, cac Té chtte chinh tri (dang, doan
thé, .cong doan), Van phong Uy ban an toan giao thong qudc gia, . o .

2 Gom’cac’ don vi nhu: Thanh tra B, Van phong B0, cac Vu (To cht’rc can bd, K&t cau ha tang giao thong, Hop
tac quoc té, ...)
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khai thac dir li¢u vé cong tac to chic can bo cua cac don vi cap dudi thudc tham
quyen quan 1y nhung khong dugc diéu chinh dir liéu; cac don vi ngang cap hoic
cap dudi chi dugc xem va khai thac dir li¢u vé cong tac to chirc can bo do don vi
minh quan 1y theo phan cép.

5. Nguoi dugc co quan co tham quyén quan 1y can bo dong ¥ bang vin ban
moi duoc tiép can, nghién ciru, st dung va khai thac dit liéu ho so can bo trén co
s¢ dit li¢u can bo cuia Bo Giao thong van tai theo quy dinh ctia phap luat; trir thong
tin cuia ca nhan can bd do.

6. Khong cung cap thong tin qua hinh thirc vin ban d6i véi dir liéu da duoc
khai thac qua hinh thtrc két ndi, chia sé dir lidu giita cac hé thong thong tin. Khong
yéu cau khai bao lai cac dit liéu da co trong co s& dir liéu can bd cua B Giao
thong van tai, trir truong hop phuc vu cap nhat hoac str dung cho muc dich xac
minh, tham tra dit li¢u.

7. Cac thay ddi vé dit liéu can bo trén phan mém quan 1y can bo dugc ghi lai
va luu trlt phuc vu quan 1y, theo doi, giam sat trong qua trinh st dung. Céc thao
tac nham thay d6i thong tin vé cong tac to chiic can bd trén phan mém quan ly
can bo duoc ghi lai va luu trir trén phadn mém quan 1y can bo (file log), phuc vu
quan ly, theo doi, gidm sat trong qua trinh st dung.

8. Viéc két ndi va chia sé dir liéu ctia phan mém quéan 1y can bd voi cac hé
thong thong tin khac duoc thuc hién theo quy dinh tai Nghi dinh sé 47/2020/ND-
CP ngay 09/4/2020 cua Chinh phu vé viéc quan 1y, két nbi va chia sé dir liéu sb
cua co quan nha nudc.

Dieu 5. Piéu kién sir dung phan mém quén ly can b
1. Bia chi truy cdp vao phan mém quan ly can bd:

a) Danh cho cén b dugc phan cong lam cong tac t6 chtrc can bo, quan tri h¢
thong, quan tri tai khodn ngudi st dung: http://canbo.mt.gov.vn

b) Danh cho cén bd thuc hién cap nhat, stra ddi va khai thac dir liéu:
http://qlcb.mt.gov.vn

2. Nguoi sir dung duoc cap tai khoan theo quy dinh tai Quy ché nay.

3. May vi tinh cua nguoi str dung phai dugc cai dat mot trong cac trinh duyét
phé bién, nhu sau: Mozilla Firefox 120.0 tré 1én, Internet Explorer 11.0 trd 1én
hoizc Chrome/Chromium 120.0 tr& 18n va phai cap nhat trinh duyét theo yéu cau
ctia don vi quan 1y, van hanh phdn mém quan 1y can bo trong truong hop can thiét.

4. Thong tin nhap, chuyén d6i vao phan mem quan ly can b phai st dung
phong chit Unicode TCVN 6909:2001 va gb dau tiéng Viét.
Piéu 6. Cac hanh vi khong dwoe l1am

1. Viéc truyén tai thong tin, can thiép, truy cap, giy nguy hai, x6a, thay doi,
sao chép va lam sai I¢ch thong tin trong phan mém quan 1y can b trai phap luat.

2. Gay anh hudng, can trd trai phap luat toi hoat dong binh thudng ctia phan
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mém quan 1y can bd hodc anh hudng ti kha nang truy cip phan mém quan Iy can
bd cua nguoi dung.
3. Tan cong, v hiéu hoa trai phap luat lam mat tac dung cac bién phap bao

v€ an toan thong tin mang; phat tan phan mém doc hai, tan cong, chiém quyén d
iéu khién, pha hity mot phan hoic toan bo phan mém quéan 1y can bo.

4. Phat tan phan mém doc hai, thiét 1ap hé thong gia mao, lira dao.

5. Thu thap, sir dung, phat tan trai phap luat thong tin vé can bo duoc quan
1y trén phan mém quén 1y can bo.

6. Tu ¥ thay doi, g& bo bién phap bao dam an toan thong tin ctia toan bd phan
mém quan 1y can bd; str dung cac thiét bi ngoai vi khong dugc phép két ndi vao
phan mém quan 1y can bo.

7. Céc hanh vi theo quy dinh tai Diéu 8 Nghi dinh s6 47/2020/ND-CP ngay
09/4/2020 cta Chinh phii vé quan 1y, két ndi va chia sé dit liéu ciia co quan nha
nudc, cac hanh vi khac theo quan 1y cia phép luat c6 lién quan.

8. Cac hanh vi nghiém cam khac theo quy dinh cta phap luat lién quan.

. CHUON €3 | B
QUAN LY TAI KHOAN
Piéu 7. Tai khoan quan tri
_1. Tai khoan quan tri h¢ thong, tai khoan quan tri nguoi sir dung khong co
quyén can thiép vao mién dir liéu nghiép vu to chirc can bo (tra ctru, thém moi,
cap nhat, stra doi dir li€u) trén phan mém quan 1y can bo.
2. Quan ly, st dung tai khoan quan tri
7 a) Pon vi st dung can bo d}IQC cép 01 (mQt) tai khodn quan tri nguoi st dung
dé quan ly (khot tao, phan quyen) tai khoan cép cho can bo thugc pham vi phan
cap quan ly.
b) Bon vi quan ly, van hanh phan mém quan 1y can bo duoc cap 01 (mdot) tai
khoan quan tri hé thong.
3. Can bo duoc cap va giao quan ly tai khoan quan tri c6 trach nhiém quan
1y, str dung tai khodn quan tri dugc cap theo cac quy dinh tai Quy ché nay.

Piéu 8. Tai khoan nguoi ding

1. Can bo thudc Bo Giao théng van tai dugc cap 01 (mot) tai khoan truy cap
phan mém quén 1y can b phuc vu viéc nhap li€u, cap nhat dit liéu, khai thac thong
tin ho so do minh nhép liéu.

2. Tai khoan nguoi st dung khong co quyén truy cap vao may chu, co so dir
liu (mirc hé thng) ctia phan mém quan 1y can bod; cac quyén truy cip khac dugc
cap cho tai khoan quan tri hé thong va tai khoan quan tri nguoi str dung.

3. Can bo chiu trach nhiém quan 1y, sir dung tai khoan duoc cap theo cac quy



dinh tai Quy ché nay.

Dieu 9. Cap, quan ly tai khoan

1. Cap moi tai khoan

a) Pon vi c6 nhu cau cap mdi tai khodn quan tri nguoi st dung cé van ban
gui don vi quan ly, van hanh phan mém quan ly can bo d€ nghi cap tai khoan quan
tr1 nguoi st dung.

b) Can bd c6 nhu cau cap mai tai khodn ngudi st dung c6 van ban gui don
vi st dung can bg. Thong tin yéu cau khaoi tao tai khoan bao gom cac ndi dung
sau:

- Tén ngudi sir dung (ngudi s& dugc cip tai khoan);

- M4 s6 dinh danh ca nhan (ngudi s& duoc cip tai khoan);

- Thudc don vi (ghi 16 toi cap phong);

- Churc vu;

- S6 dién thoai;

- Céc yéu cau vé tai khoan (cAp moi, diéu chinh quyén tai khoan);

- Pia chi tiép nhan phan hoi (ho tén, don vi, thu dién tt, s6 dién thoai).

¢) Thoi gian xir 1y cap mai tai khoan khong qua 01 (mdt) ngay 1am viéc, tinh
theo dau xac nhan cong van dén.

2. Piéu chinh quyén tai khoan

a) Trudng hop can b thay d6i vi tri cong tac, chuyén cong tac, thoi viéc hodc
nghi huu: Pon vi str dung can b co trach nhiém diéu chinh quyén tai khoan da
cap cho can bg, twong tmg voi thong tin thay d6i ctia can bo; trong thoi gian t6i
da 05 (nim) ngdy lam viéc ké tir ngay Quyét dinh, vin ban vé viéc nhan sy co
hiéu luc thi hanh.

b) Truong hop don vi st dung can bo khong con nhu cau sir dung tai khoan
quan tri nguoi su dung da dugc cap: t6 chirc thong bao bang van ban t&i don vi
quan 1y, van hanh phan mém quan 1y can bo dé thyc hién thu hoi (hodc vo hiéu
hoa) tai khoan quan tri nguoi str dung trén phan mem quan 1y can bd. Thong tin
yéu cau thu hdi (hodc vo hiéu hoa) tai khoan bao gdm cac ndi dung sau:

- Tén tai khoan can thu hdi (hodc v6 hiéu hod);

- Pia chi tiép nhan phan hoi (ho tén, don vi, thu dién tt, s6 dién thoai).

¢) Trudng hop phat hién tai khoan di cip c6 dau hiéu (hodc nguy co) mat an
toan an ninh thong tin, don vi quan ly, van hanh phan mém quan 1y can bo thuc
hién v6 hiéu hoa tai khoan cho dén khi dau hiéu (hodc nguy co) duoc loai bo.

Diéu 10. Pam bao an toan ddi véi tai khoan sir dung

Trach nhiém quan 1y tai khoan quan tri hé thdng, tai khoan quan tri nguoi sir
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dung thudc vé t6 chirc va ¢4 nhan can bd dugc giao quan 1y, st dung tai khoan.
Trong qué trinh quan 1y va st dung tai khoan, cdn bd dugc giao tai khoan can thyc
hién nguyén tdc dam bao an toan doi véi tai khoan:

1. Khai thac, st dung dung muc dich cong viéc va trong pham vi trdch nhiém
da dugc phan cong.

2. Bt mat khau va dinh ky thay d6i mat khau theo quy dinh sau: Mat khau
ctia tai khoan gdm maot chudi ky tu két hop ddng thoi cac yéu td sau: C6 téi thiéu
08 ky tu, trong d6 c6 chit cai viét hoa (A-Z), chit cai viét thuong (a-z); chir s6
(0-9) va ky tu khac trén ban phim may tinh (" ~!@#$%A&*() - + ={}[]\:;
<> 7)) va diu cach; Mat khau khong duogc trung véi tén cua tai khoan.

3. Mt khau cua tai khoan bat budc phai thay doi tdi thiéu 03 (ba) thang mot lan.
4. Khi thay d6i mat khau ctia tai khoan bat budc phai khac mat khau ci.

CHUONG III
CAP NHAT, KHAI THAC THONG TIN
Piéu 11. Quyén khai thac sir dung ph?ln mém quan ly can b
1. Quyén xem ho so

Tai khoan cap cho lanh dao Bo, nguoi ding dau, cip phé ciia nguoi dung
dau t6 chuc, ngudi chiu trach nhiém vé cong tac t6 churc can bo (hoac nguoi dugce
giao phu trach cong tac td chirc can bd), dugc phan quyen dé xem dir liéu ho so
can bo thude tham quyén quan 1y.

2. Quyén phé duyét ho so

Tai khoan cép cho nguoi ding dau bd phan td chire can bo hodc nguoi dugce
giao phu trach cong tac can bo (461 vai don vi thudc Bo 1a ngudi ding dau don
vi), dugc phan quyén dé phé duyét ho so can bd thudc tham quyén quan ly.

3. Quyeén ky duyét hd so

Tai khoan cap cho nguoi dimg dau to chirc dugc phin quyén dé ky duyét ho
so can b thudce tham quyén quan 1y.

4. Quyén ddng bd ho so

Tai khoan cép cho cong chirc Vu T6 chic can bo dugc phan quyen dé dong
bd ho so can bo thudc B Giao thong van tai véi co s dit lidu qubc gia vé can bo,
cong chuc, vién chire trong cac co quan nha nudc.

5. Quyeén cap nhat, khai thac thong tin ca nhan

Tai khoan cép cho ca nhan can b duoc quyén dé truy cdp, cap nhat, khai
thac cac thong tin dir li¢u ho so cua chinh can bd do.

6. Quyén cap nhat, khai thac thong tin to chirc

Tai khoan cap cho can bg lam cong tac t6 chirc can bd duoc phan quyén de
cap nhat thong tin vé co ciu to chirc, bién ché, chirc danh va vi tri viéc 1am tai t6
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chtrc thuéc pham vi quan 1y, trong thoi han 05 (ndm) ngay lam viéc ké tir ngay
Quyét dinh vé viéc thay do6i co6 hiéu luc.

Picu 12. Tao lap, cip nhat hd so

1. Chuan hoa thong tin ddu vao, quan ly thong tin, dir liéu cia phan mém
quan 1y can bd: Thong nhat sir dung mau so yéu 1y lich (Phu luc) ban hanh kém
theo Thong tu s6 06/2023/TT-BNV ngay 04 thang 5 nam 2023 cta B truong Bo
Noi vy vé Quy ché cap nhat, sir dung, khai thac dir liéu, thong tin ctia Co sé dir
ligu quoc gia vé can bo, cong chirc, vién chire trong cac co quan nha nudc (hodc
biéu mau moi dugc co quan co thAm quyen quy dinh va duoc xay dung trién khai
trén phan mém Quan ly can bo) dé chuan hoa thong tin dau vao, quan 1y thong
tin, dit liéu ctia phan mém quén 1y can bd.

2. Tao lap ho so méi

Trong thoi gian 15 (muoi lam) ngay, ké tir ngay quyét dinh c6 hiéu luc (tuyén
dung, tiép nhan khong qua thi tuyen ky hop dong lam viéc d6i véi can bod), can
bd c6 van ban giri don vi truc tlep sir dung can bo dé nghi khoi tao tai khoan ngudi
st dung theo quy dinh tai Piéu 9 ctia Quy ché nay.

Cén bg co6 trach nhi¢m st dung tai khoan da duoc cép hoan thanh viéc nhap
thong tin ca nhan ctiia minh vao phan mém [quan ly can bg; thong tin phai day du,
thong nhat dinh dang ky thuat, phan anh day du, chinh xac theo so yéu ly lich da
duoc cip co thim quyén quan 1y xéac nhén. Gui yéu cau phé duyét hd so sau khi
da nhép liéu day du dit liéu trén phan mém quan 1y can bo.

3. Cap nhat, bo sung dir li¢u
a) D6i voi trudng hop can bd co thay doi thong tin c4 nhan

Trong thoi han 15 (muoi lim) ngay ké tir ngdy c6 thay doi thong tin ca nhan
(nhu: thay ddi dia chi noi cu tra, tinh trang hon nhan, thay ddi vé ngach, luong,
dao tao, bdi dudng, quy hoach, b6 nhiém, bo nhiém lai, diéu dong, luan chuyen
chuyén d6i vi tri cong téc, khen thuong, ky ludt,...), ca nhan co6 thong tin thay do6i
phai co trach nhiém cép nhét day du dir liéu va guri yéu cau phé duyét ho so trén
phan mém quan ly can bo.

b) Déi voi truong hop can bd c6 quyét dinh, quyét dinh nghi huu, thoi viée,
b1 ky luat budc thoi viéc hodc tir tran

Trong thot han 10 (muo1) ngay lam viéce, ké tir ngay quyét dinh c6 hiéu luc
don vi str dung can b thue hién diéu chinh tinh trang hd so twong tng trén phan
mém quan 1y can bo.

Diéu 13. Phé duyét, ky duyét, dong bd ho so can bd

1. D61 véi thong tin, dit liéu cdp nhat cua cong chure, vién chire, nguoi lao
dong cua cac don vi thuoc B Giao thong van tai do Vu T6 chirc can b truc ti€p
theo doi va quan 1y

Trong thoi han 05 (nim) ngay lam viéc, ké tir ngdy can bo cap nhat thong tin
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hé so: ngudi dimg dau don vi st dung can bd ¢ trach nhiém ra soat va kiém tra
thong tin, dir li€u do can bd cdp nhat, bdo dam phu hop vai tai liéu ki€ém ching
hodc ho so goc do co quan quan ly, sau d6 thuc hién phé duy¢t dir li¢u ho so.

Trong thot han 10 (muoi) ngay lam viéce, ké tir ngay dir liéu hd so dugc phé
duyét, Vu truong Vu T6 chitc can bd c6 trach nhiém ky duyét dit liéu ho so can
bo.

2. D61 véi thong tin, dir ligu cap nhat cia cong chuc, vién chuc, nguoi lao
dong cua cac don vi truc thudoc B Giao thong van tai

Trong thdi han 05 (ndm) ngay lam viéc, ké tir ngay can bo cap nhat thong tin
ho so, nguoi dung dau bo phan td chirc can bd hodc nguoi dugce giao phu trach
cong tac can bd co trach nhiém ra soat va kiém tra thong tin, dir liéu do can bd
cap nhat, bao dam phu hop véi tai liéu kiém chimg hodc ho so gdc do co quan
quan 1y, sau d6 thuc hién phé duyét dit liéu ho so.

Trong thoi han 10 (mudi) ngay 1am viéc, ké tir ngdy dit liéu hd so duoc phé
duyét, ngudi dung dau don vi truc thuoc Bo Giao thong van tai c6 trach nhiém ky
duyét dir li€éu ho so can bd thudc pham vi quan ly.

3. Vu Tb chtic can bd c6 trach nhiém thuc hién dong b0 dir ligu can bo thude
Bo Giao thong van tai quan 1y v6i Co sé dit liéu qudc gia vé can b, cong chic,
vién chtrc trong cac co quan nha nudc.

Diéu 14. Piéu chuyén, tiép nhan hd so

1. Trudng hop can bo dugc didu dong, luan chuyén giira cac to chirc khac
thudc Bo Giao thong van tai: Can bo thuc hién cdp nhat dir 1iéu ca nhan theo quy
dinh tai Diéu 12 cua Quy ché nay; thong bao Pon vi st dung can bd thuc hién:
phé duyét hd so, ky duyét hd so theo quy dinh tai Diéu 13 ciia Quy ché nay. Pon
vi str dung can bo thong bao bang vin ban gii don vi quan 1y, van hanh phan mém
quan 1y can bo dé nghi diéu chinh don vi quan 1y hd so ddi véi can bd duoc dicu
dong, luan chuyén

2. Truong hop can bo duge diéu dong, luan chuyén tir cac co quan nha nudc
khac vé B9 Giao thong van tai: Pon vi tiép nhan can b, ¢6 vin ban dé nghi Vu
T6 chure can bo thyc hién ddng b hd so can bo trén Co s¢ dir liu quoc gia vé€ can
b, cong chirc, vién chic trong cac co quan nha nudc vé phan mém quan 1y can
bo cua BO Giao thong van tai; thuc hién cip nhat, bo sung dir liéu ca nhan theo
quy dinh tai Diéu 12 ctia Quy ché nay va thong bao don vi sir dung can bd thuc
hién phé duyét ho so, ky duyét hd so theo quy dinh tai Pidu 13 cta Quy ché nay.

3. Trudng hop can bo chuyén cong tac ra ngoai Bo Giao thong van tai, nghi
huu, théi viée, bi ky luat budc thoi vi¢e hoac tur tran: Pon vi st dung can bo thuc
hién diéu chinh quyén tai khoan d3 cip cho can bo theo quy dinh tai Piéu 9 cua
Quy ché nay.

Piéu 15. Chia sé, khai thac dix liéu

1. Chia sé véi cac hé thong thong tin ngoai Bo Giao thong van tai
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Viéc két ndi, chia sé dir liéu giita cac hé thong thong tin, co sé dit liéu qubc
gia, co 0 dir liéu chuyén nganh, co s¢ dir liéu cua cac bo, nganh, dia phuong voi
co s¢ dir liéu can bg cua Bo Giao thong vén tai thong qua Nén tang tich hop, chia
sé dir liéu qudc gia (str dung mang truyén s liéu chuyén dung cua cac co quan
bang, Nha nudc) bao dam tuan thu quy dinh tai Nghi dinh s6 47/2020/ND-CP
ngay 09 thang 4 nam 2020 ctia Chinh pha vé quéan 1y, két ndi, chia sé dit lidu sd
cua co quan nha nudc, Kién trac Chinh phu dién tir B6 Giao thong van tai, Khung
Kién trac Chinh phu dién tir Viét Nam.

2. Chia sé v6i cac hé thong thong tin trong Bo Giao thong vén tai

Co s¢ dir li€u can bd cua Bo Giao thong van tai dugce két ndi, chia sé dit li¢u
Va1 céc co s¢ dit 1iéu va hé thong dung chung cuia B§ Giao thong van tai phuc vu
chuyén doéi so6 trong hoat dong ndi bo cua B Giao thong van tai.

3. Luu trit nhat ky két ndi, chia sé, khai thac dit liéu

Pon vi quan 1y, van hanh phan mém quan 1y can bd va cac co quan, don vi
c6 hoat dong két ndi, chia sé va khai thac dit liéu vé6i co so dit liéu can bo caa Bo
Giao thong van tai ¢ trach nhiém luu lai nhat ky thuc hién két ndi, chia s¢, khai
thac dir liéu dé phuc vu cong tac theo doi, kiém tra, giam sat.

4. Co quan, don vi c6 nhu cau két ndi, chia sé, khai thac dit liéu véi co s& dit
li¢u can b cuia BO Giao thong van tai (trir khoan 2 Diéu nay), phai dugc Bo Giao
thong van tai chép thuan béng van ban, trude khi thuc hién két ndi, chia sé, khai
thac dir lidu.

Piéu 16. Luwru trir dit liéu ho so can bd

1. Dit lidu dugc tao ra trong qua trinh can bo thao tac trén phin mém quan
1y can bo thudc quyén sé htru Bo Giao thong van tai.

2. Dir liéu ho so can bo duoc luu trit vinh vién trong co sé dit liéu can bo clia
B6 Giao thong van tai dé quan 1y, khai thac, sit dung phuc vu cong tac can bd, ché
do, chinh sach, dao tao, boi dudng ddi voi can bo.

3. Viéc luu trit dit liéu hd so can bo phai tuan thu theo diing nguyén tic, quy
dinh vé bi mat thong tin ca nhan, bdo mat thong tin, an toan an ninh mang theo
quy dinh cua phép luat.

. . CHUON G1V
BAO DAM AN TOAN THONG TIN MANG

Piéu 17. Nguyén tic bao dam an toan thong tin mang

1. Cac co quan, td chtrc, c4 nhan tham gia vao hoat dong quan ly, khai thac,
két ndi, chia sé dit liéu; tra clru thong tin phﬁn mém quan 1y can b c6 trach nhiém
bao dam an toan thong tin mang theo quy dinh tai Diéu 4 Lu4t An toan thong tin
mang nim 2015; Diéu 4 Nghj dinh s 85/2016/ND-CP ngay 01/7/2016 ctua Chinh
phu vé bao dam an toan hé thong thong tin theo cap do; Quyét dinh sd 724/Qb-
BGTVT ngay 13/6/2024 ctia Bo truong Bo Giao thong van tai ban hanh Quy ché
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bdo dam an toan thong tin, an ninh mang By Giao thong van tai va cac van ban
diéu chinh, bo sung, thay thé (néu co).

2. bam bao an toan thong tin mang 1a yéu cau bat budc, thuong xuyén, lién
tuc, c6 tinh xuyén sudt qua trinh, dong bo tir khi xay dung, van hanh, nang cip va
hay bo (ding hoat dong) hé théng thong tin.

3. Viéc xir Iy su ¢b an toan thong tin phai pht hop véi trach nhiém, quyén
han va bao dam loi ich hgp phdp cua to chirc, ¢4 nhéan c6 lién quan va theo quy
dinh cua phap luét.

Diéu 18. Bio dam an toan théng tin mang
1. Trach nhiém cua don vi quan 1y, van hanh phin mém quan 1y can bo

a) Xay dung ho so dé Xué:,t cap do an toan thong tin, trinh cap c6 thim quyén
phé duyét theo quy dinh tai Diéu 14 Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016
cua Chinh phu vé bao ddm an toan hé thong thong tin theo cap do.

b) Thuc hién bao vé hé thdng thong tin theo quy dinh ctia phap luat va hudng
dan, tiéu chuan, quy chuan an toan thong tin mang.

¢) Dinh ky dénh gia hi€u qua cua céc bi¢n phap bao dam an toan thong tin
mang, bao cdo Bo Giao thong van tai di€u chinh néu can thiét.

d) Binh ky kiém tra, danh gia an toan thong tin mang theo quy dinh tai diém
c khoan 2 Diéu 20 Nghi dinh s6 85/2016/ND-CP.

2. Trach nhiém cua t6 chirc, c4 nhan quan 1y, khai thac phan mém quan Iy
can bo

a) Nghiém ttc chdp hanh cac quy dinh cta phap luat vé an toan thong tin
mang. Chiu trach nhiém truéc phap luat khi vi pham nhirng hanh vi khong duoc
lam dugc quy dinh tai Piéu 6 ctia Quy ché nay.

b) Pam bao an toan thong tin mang khi két nbi, cap nhat, khai thac dir li¢u
phan mém quan 1y can b theo quy dinh tai Quy ché nay va cac quy dinh ctia phap
luat vé bdo dam an toan thong tin mang.

¢) Chu tai khoan truy cap va thuc hién d6i mat khau ngay trong lan ding
nhap thanh cong dau tién; triu trach nhiém vé két qua viéc giao tai khoan va mat
khau truy cap phan mém quan ly can bo cho nguoi khac sir dung. Khong tu y sur
dung tai khoan ctia ngudi khac dé dang nhap vao phan mém quan 1y can bo.

d) Phéi hop véi don vi quan 1y, van hanh phan mém quan ly can bo va cac
co quan, don vi chirc nang co lién quan trong viéc xur ly sur c6 mat an toan thong
tin mang d6i v6i phan mém quan 1y can bd.

3. Bao dam an toan thong tin thiét bi dau cubi

Céc thiét bj dau cudi (may tinh c4 nhan) khi két ndi voi phadn mém quan 1y
can bd phai duoc cai dit, cap nhat thuong xuyén phan mém phong chong vi rit,
ma doc; trién khai cac bi€n phap bdo dam an toan thong tin khac doi vai thiét bi
dau cudi.
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~ CHUONG V
TO CHUC THUC HIEN
Pi¢u 19. Trach nhiém ciia don vi sir dung can bd

1. Binh ky hang thang ra soat, don ddc, kiém tra viéc ké khai, cap nhat, khai
thac va quan ly st dung thong tin trén phan mém quan ly can bd theo quy dinh tai
Quy ché nay.

2. Cép nhat, phéi hop cap nhat day du, chinh xéc, kip thoi dir liéu lién quan
dén cong tac can bg, co cau to chirc, bién ché, chic danh va vi tri vi¢e lam, dap
ung yéu cau cap nhat dir liéu ho so can bg, theo quy dinh tai Quy ché nay.

3‘. Phé duyét, ky s6 dit liéu hd so can bod thudc pham vi quan 1y theo quy dinh
tai Di€u 13 Quy ché nay.

4. Sur dung tai khoan quan tri nguoi su dung dé diéu chinh quyén: phé duyét
ho so, ky duyét ho so cho cac tai khoan thugc pham vi quan ly;

5. Str dung co sé dir li€u can bo ctia B§ Giao thong van tai dé phuc vu cong
tac quan ly can bo tai to churc theo phan cap quan ly.

6. Xtr Iy vuéng mic trong qua trinh sir dung phian mém quan 1y can bo.

a) Phéi hop voi Trung tdm Cong nghé thong tin xtr Iy vuong mic trong qué
trinh st dung phan mém quan 1y can bg.

b) D61 véi cac to chire ¢o6 don vi cau thanh thyuc hién ti€p nhan, ho trg xu 1y
vuong mac trong qua trinh st dung phan mém quén ly can bg.

7. Thyc hién céc trach nhiém khac theo quy dinh tai Quy ché nay.

Dieu 20. Trach nhiém cua Vu To chirc can bo

1. Tham muu Lanh dao B6 Giao thong van tai chi dao, don dbe cac t6 churc
dé cap nhat day du, kip thoi céac dir 1iéu lién quan.

2. Ky ,sé dir liéu ho so can bo thudc pham vi quan 1y theo quy dinh tai Piéu
13 Quy ché nay.

3. Str dung co sé dir li€u can bo ctia B§ Giao thong van tai dé phuc vu cong
tac quan 1y can bd cua Bo Giao thong van tai theo phan cap quan ly.

4. Hb tro xir Iy cac vuong mac clia cac to chirc vé nghiép vu to chirc can bo
trong qua trinh sir dung phin mém quan 1y can bo.

5. Thyc hién céc trach nhiém khac theo quy dinh tai Quy ché nay.

Piéu 21. Trach nhiém ciia Trung tim Cong nghé thong tin

1. Chu tri, phéi hop voi Vu T6 chirc can bo va cac don vi lién quan thyc hién
nang cap, bo sung, cap nhat phan mém quéan 1y can bd dap tmg cac yéu ciu cua
Chinh phu, Thu tuéng Chinh phu va B§ Giao thong van tai.

2. Chu tri, phoi hgp véi cac don vi ¢6 lién quan thuc hién két ndi phan mém



12

quan ly can bo vdi cac hé thong thong tin cia cac co quan, don vi truc thuoc Bo
va cac bd, nganh, dia phuong khac khi ¢6 dé xuat va dugc Bo Giao thong van tai
chap thuan bang van ban.

3. Chiju trach nhiém t6 chirc quan 1y, van hanh, duy tri, bao tri phén mém
quan ly can bd theo quy dinh tai Quy ché nay.

4. Tong hop kho khan, vudng mic theo dé nghi cua cac td chuc trong qua
trinh khai thac, sit dung phan mém quan 1y can bo.

5. Thyc hién céc trach nhiém khac theo quy dinh tai Quy ché nay.

6. Xtr Iy cac vudng mic lién quan dén van dé ky thuat ctia phan mém quan
1y can bg thong qua cac hinh thirc:

a) Tong dai hd tro: 1900 0318
b) Dia chi thu dién tir: bophanhotro@mt.gov.vn

Pi¢u 22. Trach nhiém ciia nguoi sir dung

1. K& khai, cip nhat dit liéu ca nhan trén phan mém quan 1y can bo day du,
chinh xac va dung thoi gian theo quy dinh tai Quy ché nay. Chiu trach nhiém vé
dwr li€u trén phan mém quan Iy cdn bo va ddm bao thong nhat vai thuc té.

2. Phoi hop véi don vi st dung can bd dé ra soat va hiéu chinh dir 1iéu ho so
cua ca nhan trén phan mém quan ly can bd (néu can).

3. Thong bao su cd, van dé can ho trg trong qua trinh st dung phan mém
quan ly can b dén don vi st dung can bd dé dugc ho tro.

4. Quan ly, ddm béao an ninh, an toan thong tin dbi voi tai khoan nguoi su
dung dugc giao quan ly, su dung. Trong truong hop bi mat tai khoan hodc quén
mat khau dang nhap phan meém quan ly can bo, phai bao cao kip thoi t61 don vi
st dung can bd xem xét cap lai mat khau tai khoan.

5. Bao vé dir liéu c4 nhan khai thac dugc trong qua trinh sir dung phan mém
quan ly can bd.

6. Pam bao an toan thong tin mang trong qua trinh khai thac, sir dung phan
mém quan ly can bo.

Picu 23. Kinh phi dam bio t6 chirc, hoat dong

1. Kinh phi ddm bao duy tri, vin hanh phan mém quan Iy can b dugc b tri
st dung tur cac nguodn kinh phi hop phap.

2. Hang nam, Trung tim Cong nghé thong tin chu tri, phdi hop véi cac co
quan, don vi lién quan xay dung ké hoach, du toan kinh phi duy tri, van hanh va
dam bao an toan thong tin mang (hodc bd sung, ning cap (néu cd)) phuc vu hoat
dong phan mém quan 1y can bo; trinh B6 Giao thong vén tai phé duyét. Vu Ké
hoach - Pau tu, Vu Tai chinh tham muu B Giao thong van tai b tri nguon kinh
phi thuc hién.
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Diéu 24. T6 chic thue hién

1. Trung tdm Cong ngh¢ thong tin chu tri, phbi hop voi Vu T6 chirc can bo
huéng dan, kiém tra, don dbc cac don vi trién khai phan mém quan 1y can bo theo
quy dinh tai Quy ché nay.

2. Pon vi duge phan cp quan 1y, str dung phan mém quan 1y can bo co trach
nhiém thyc hién quan ly tai khoan dugc cap, sir dung va khai thac co s¢ dit licu
can bd cua B Giao thong van tai theo quy dinh tai Quy ché nay.

3. Trong qua trinh thyc hién néu phat sinh vuéng mic, céc to chirc, ca nhan
phan anh, kién nghi kip thoi vé Bo Giao thong van tai (qua Vu T4 chiic can bo,
néu lién quan nghi¢p vu va Trung tdm Cong ngh¢ thong tin, néu lién quan dén k¥
thuat) dé phdi hop xur 1y.
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